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Relationships Matter: Cross - Boundary Governance f or 
Continuity of Government Services & Recovery 
 
 
 
“A disaster is not the time to exchange business cards.” Quote from Charley English, Director, 
 Georgia Emergency Management Agency (GEMA) 
 
 
Introduction 
 
Emergency events do not respect jurisdictional boundaries.  Vital to the continuity of 
government services during emergency situations and recovery is an understanding that ALL 
disciplines of governmental, non-governmental and private sectors are critically impacted.  
Without the flow of information, processes come to a standstill.  When data systems and 
communication networks are damaged and processes disrupted, the problem can be serious 
and the impact far-reaching. The consequences can be much more than an inconvenience. 
Serious disruptions may lead to public distrust, chaos and fear. It can mean a loss of essential 
records and legal documents; a loss of productivity and accountability; and a loss too of 
revenue and commerce. Disasters that shut down mission critical applications for any length 
of time could have devastating direct and indirect costs to the government jurisdiction and its 
economy that make considering disaster recovery and business continuity essential.  
 
Performance of the functions necessary for successful response and remediation will be 
greatly enhanced by strategic pre-disaster mitigation planning and strategy among these 
often-disparate, and often traditionally disconnected, entities.  Even when an event occurs 
within a particular set of borders, response and recovery are often well beyond the resources 
available to a particular jurisdiction. 
 
The Role of Governance after a Disaster 
 
For purposes of this whitepaper, 'governance' refers to the interrelationships of public 
agencies, the regulations and policies they function within, and the networks of 
personnel, regardless of position - elected, appointed or voluntary - whose net effect 
is to direct and lead both public and private personnel.  This terminology is common 
to the discipline of public administration.  
 
After a disaster the following chain of response is typical for a government 
jurisdiction.   
 
City of Americus, Georgia  
Thursday, March 1, 2007 
9:15pm 
Tornado warnings are broadcast over television and radio, city and county 
emergency systems activated and sirens warn the public of an approaching tornado.  
According to an old Indian tale, Americus could never be hit by a tornado because it’s 
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on a hill. Yet, on this night, the air becomes still and hot, lights across town flicker and 
go out.  Then you could hear it – the train.  Citizens rush for cover as the tornado hits 
the city.  The F3 tornado destroys the local hospital and many businesses and 
homes. 
 
Within the hour, city and county officials are reporting to the command center for 
each jurisdiction.  Police and emergency services handled the many 911 calls for 
assistance that were flooding the phones. 
Friday, March 2, 2007 
As the sun rises and with generators set up and running, city and county officials 
begin the process of recovery – gathering information.  How many houses and 
businesses have been affected? Where can helicopters land and heavy equipment 
be gathered? How can physical locations be found on the ground when the street 
signs are gone? Where are Red Cross shelters being set up?  Where is the 
temporary triage unit staffed by the hospital providing emergency and necessary 
treatment? 
 
Data begins to feed into the command center which uses a variety of tools, such as 
GIS, to begin creating a picture of the path of the tornado.   
 

 
 
Saturday, March 3, 2007 
Briefings are held with members of the Georgia Emergency Management Agency 
(GEMA), the Federal Emergency Management Agency (FEMA), and local officials.  
Information shows that the storm traveled over 27 miles through Sumter County.  
GEMA and FEMA identify the information they need in order to begin an evaluation of 
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the damage.  Over the next week, personnel walked through the devastated areas, 
assessing damages to each site and collecting additional data. 
 
Also on Saturday, several dignitaries including governor Sonny Perdue and president 
George W. Bush, tour the area by helicopter.  Soon afterward the area is declared a 
National Disaster Area.  
 
Recovery Begins 
Sunday, March 4, 2007 - forward 
By Sunday, the city and county are identifying sites where green and construction 
debris can be dumped.  A recovery center to house all the responding agencies 
(federal, state, and local) is identified as well as distribution sites for supplies.   
 
During the last three days, government officials have kept a steady stream of 
communication with local, state, and national news media as well as with state and 
federal officials and local partners.  Communication is critical to ensuring a swift 
recovery to the government’s infrastructure and the daily lives of the citizens.  The 
flow of information with the government structure -- mayor and city council with 
county; city and county with state and federal – is a typical one. 
 
Governance Models 
 
Governance reaches across all layers of continuity and recovery actions during an 
emergency.  If an organization’s governance model is not fully developed and 
practiced, the ability of the government organization or jurisdiction to quickly recover 
from the disaster is at risk.  Governance is the critical component of business 
continuity planning enabling a jurisdiction to respond in an organized, structured, and 
flexible manner based on situational understanding and awareness – the ability to 
adapt in less than ideal circumstances. 
 
None of us know what type of disaster we will face – tornado, hurricane, fire, or a 
simple broken pipe – but the ability to respond is based on strategy and organization.  
During a disaster, incident response is determined not by the type of event but the 
scope of recovery.  Is this a localized disaster – affecting a single citizen, program 
unit, or structure? – or a disaster that has impacted hundreds of citizens and perhaps 
an entire county? Situational awareness enables responders to react, even when 
emergency plans are not adequate for the task. Each entity or organization must 
have a chain of response – a governance model – that organizes recovery efforts as 
well as communication with other government jurisdictions and partner groups. An 
organization’s governance model must adjust to reflect the scope and level of 
needed recovery.   
 
Achieving Continuity of Services 
 
Recent disasters – both natural and manmade -– have focused a spotlight on the 
ability of organizations to recover and provide assistance to the recovery of others. 
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The hurricanes along the Gulf of Mexico illustrated to the world what can happen if 
government cannot adequately recover its own infrastructure sufficiently to assist its 
citizens. Yet, it also served to illustrate the importance of both collaboration and pre-
disaster preparation while envisioning even seemingly impossible events. These are 
the issues: 
 

�  Infrastructure 
�  Collaboration 
�  Preparation 

 
Infrastructure 
 
Infrastructure represents the ability of a jurisdiction to communicate with its 
employees, with its citizenry, and with other jurisdictions that are involved in recovery 
operations.  Of critical concern for infrastructure is the ability of everyone to 
communicate with others, to identify and track individuals, and to conduct business 
and provide services.   
 
Communication 
 
The ability to communicate seems simple enough, yet consider all the computer 
operating systems that we use as well as the proliferation of devices and protocols. 
The implementation of common platforms across a government enterprise is a key 
decision that must be made during the planning phases.  Implementation of these 
common platforms enables collaboration to occur during recovery, as one jurisdiction 
takes over the provision of services when another cannot. It can facilitate the set up 
of common recovery sites. 
 
In many cases, critical resources may reside outside the organization’s control (such 
as electric power or telecommunications), and the organization may be unable to 
ensure their availability. Thus effective disaster recovery planning , execution , and 
testing are essential to mitigate the risk of system and service unavailability. A crisis 
communications protocol must exist as part of an organization’s business 
continuity/disaster recovery plans.  These protocols should take into account that 
wide-spread disasters (one or more cities, counties or state’s) result in an escalation 
of the communications to a higher level – from the city to the county, from the county 
to the state and so on. 
 
A primary media spokesperson should be identified along with additional single point-
of-contact communications officers as back-ups. This individual should also 
communicate with other media spokespersons from other jurisdictions to ensure that 
correct information is shared with the public. Articulate who can speak to whom under 
different conditions, as well as who should not speak with the press. In a time of 
crisis, go public immediately, but only with what you know; provide updates frequently 
and regularly. Oftentimes, the best communicator is a web site.  Correct, up-to-date 
information can be posted as needed.  News media can then monitor the web site 
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and download information for broadcasts.  A web site can serve to eliminate any 
misunderstandings that can occur with verbal communications.   
 
Identification 
 
The ability to track and identify employees, contractors, and citizens during a disaster 
can critical, particularly in such widespread events as Hurricane Katrina.  With 
populations scattered, yet needing the assistance of government to recover, the need 
to verify and authenticate citizens and employees is critical to a jurisdiction’s ability to 
control a disaster area and ensure that benefits fraud is kept at a minimum.  In 
addition, the ability to authenticate a first responder’s certifications, privilege level and 
immediately assign staff to appropriate duties is crucial to a successful and rapid 
response. 
 
During recovery operations, the organization must verify the authenticity of invoices 
for services delivered.  How will your organization ensure that the companies billing 
for services actually provided those services? Connecting identification with the 
communications arena, control of recovery operations extends into tracking who is in 
the disaster zone and who should be there.  Controlling the information about a 
disaster often includes controlling media access to a disaster – not to hide 
information but for the purposes of ensuring that the correct information is distributed. 
 
But identification also extends into business continuity planning.  A key component of 
a jurisdiction’s infrastructure consists of its employees.  An important factor to 
consider during continuity planning is the need to maintain older systems and manual 
processes.  As the adoption rate for electronic business processes and online 
services grows, employees with knowledge of business rules and paper processes 
will retire. These employees will no longer be around for manual backup. Statistics 
show that within the next three years up to 35% of government’s current workforce 
will be eligible to retire.  Vast amounts of corporate knowledge will leave with these 
staff.  Not only must organizations plan for the recruitment of new staff but must 
ensure  that vital information on older systems and manual processes is captured and 
shared as part of recovery planning.  The ability to ‘cut a check’ manually may be 
critical during recovery. 
  
Options for tracking equipment, personnel and services providers (technicians, 
linemen in the field, doctors, nurses, and first responders) include handheld devices 
pre-loaded with credentials for electronic authentication that can function via battery 
or wireless networked resources.  As with everything, the level of tracking technology 
should be balanced against the level of response needed.  Not every jurisdiction 
requires a Fort Knox level of security and identification.  Balance the implementation 
of the technology to the needs of the jurisdiction. 
 
Continuation 
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As with the example of the city of Americus above, all during government’s response 
to the disaster --- to evaluate the damage and declare a disaster area – police and 
emergency services personnel are aiding those in need. Continuity of services 
implies that benefits and vital areas of government work will continue during recovery 
operations.  Take into account benefits distribution system – evacuating citizens still 
need access to assistance.  Local jurisdictions are the point-of-service for many state 
transactions, including benefits distribution and child support payments, and alternate 
channels of service delivery, such as reliance on the third-parties, may need to be 
identified and temporarily established. In addition, systems critical for other state, 
local and federal programs and services may out of operation or may need to be 
temporarily shut down during an event to safeguard the jurisdiction’s IT enterprise or 
to enable other services to run on their infrastructure. Make sure jurisdictional 
authority is clearly established and articulated to avoid internal conflicts during a 
crisis. 
 
During business continuity planning, each organization and jurisdiction must ask 
itself: How much will it cost if certain critical business functions go down – e.g. ERP 
issues on the payment side; citizen service issues (what it would do to the DMV for 
license renewals); impacts on eligibility verifications for social services, etc. How long 
can you afford to be down? How much is this costing you? How long can you be 
without a core business function?  What records must be maintained and for how 
long in order to document the event for federal reimbursement purpose? 
 
While this discussion of infrastructure has focused on technology, remember that 
during a disaster organizations may be required to provide services without the 
benefit of this technology.  The ability to conduct business manually - to pay for 
supplies and services by cash or check - should be considered as part of any 
recovery model. 
 
An often ignored component of disaster preparedness and business continuity 
planning is the identification of essential records.  Behind the electronic systems and 
processes supporting government are the records documenting government 
transactions.  Key essential records needed for recovery – insurance policies, 
account numbers, payment authorizations, and contracts to name just a few – must 
be duplicated and stored offsite as part of the planning process (refer to Appendix I: 
Ten Strategies for Protecting Essential Operating Records).  The most important 
periods of delivery, e.g. the last week or couple of days of the month may be the 
most critical period for back-up. 
 
Reciprocal agreements and contracts should be reviewed with an eye towards their 
eligibility under federal disaster reimbursement guidelines.  During recovery, 
recordkeeping requirements must be met, even before the official declaration of a 
federal disaster area.  Documenting purchases and payments ensures that federal 
reimbursement (if applicable) can be claimed by the jurisdiction. A final note, records 
retention schedules apply only during the normal course of business. Disaster 
recovery operations are definitely not normal course of business.  Federal 
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reimbursement is often delayed and relies on the continued maintenance and 
preservation the records both during and after the recovery. 
 
Collaboration 
 
Building and maintaining relationships is an important aspect of continuity and 
recovery. Collaboration is the only means for an organization to extend the 
availability of resources beyond its borders. As the quote from Charley English 
illustrates, this activity must occur wholly pre-disaster.   
 
Collaboration concepts integral to pre-disaster or contingency planning include 
consideration of a wide variety of agreements that can, and should, be made prior to 
the time of crisis.  Federal, state and county governments can leverage reciprocity 
agreements, memoranda of understanding (MOUs) and memoranda of agreement 
(MOAs) to establish mutual support networks in the case of emergency. Cross-
jurisdiction purchasing agreements between cities, counties and states greatly 
facilitate the ability to recover by enabling a jurisdiction to purchase supplies from a 
geographical location not affected by the disaster or shortage of equipment for 
recovery.  Government agencies can obtain greater leverage for fair pricing and 
priority service in the event of an emergency by contracting for supplies and services 
in advance of the emergency, rather than after the emergency has occurred.  
 
Neighboring counties can agree to assist each other with road and utility service 
equipment during recovery. The same agreement or understanding can be arranged 
with public utilities - water, electric, gas. The utility company agrees to step up and 
provide interim connections for a fixed number of locations in order for the jurisdiction 
to continue the provision of key services. Neighboring states might agree to backup 
each others data centers and serve as recovery sites for each other.  
  
Less formal relationships and arrangements can exist between agencies and support 
organizations, or vendors. For example, it is routine during wildfire seasons for 
neighboring communities and states to draw upon prearranged agreements to supply 
fire fighters to involved areas.  If it weren’t for these arrangements, addressing the 
immediate need – as with putting out a wildfire – would be virtually impossible for a 
local jurisdiction to accomplish on its own.  Following this reasoning, agencies should 
think outside the box when developing relationships.  Partner with anyone – 
universities, local governments, volunteer organizations, lottery corporations, and 
local companies (technology retailers can supply wireless systems and hardware; 
retailers can supply water, clothing, batteries; grocery stores can provide food and 
water.). Contact and develop relationships with organizations assisting citizens with 
special needs to ensure that information on evacuations and recovery efforts are 
established prior to the event. Agreements with local trucking companies can be 
beneficial -- assisting in the rental or lease of heavy equipment, such as dump trucks 
needed for hauling supplies to fight the fires, move debris, lift fallen trees.   
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All such arrangements – whether formalized by an MOU or informal in nature - must 
include provisions describing ownership of resources and their availability for use, as 
well as reciprocity language to ensure they work both ways. In addition, such 
agreements should include call trees and procedural language on how to act during 
implementation of the agreement. One word of caution, have each agreement, 
understanding, and contract reviewed with an eye towards federal disaster 
reimbursement guidelines.  After the fact is not the time to discover that expenses are 
not reimbursable.  
 
Drills and scenario participation are another opportunity for collaboration.  Open drills 
to all partners, be they city, county, volunteer organizations, or supply-partners.  
Varying types of drills should be conducted, both desktop and field, as different 
issues will be highlighted by each.  For example, communications breakdowns may 
not occur during the ideal desktop drill, but the far from ideal conditions of a field drill 
may serve to highlight this problem. If you jurisdiction cannot afford to administer a 
full-scale drills or incident response scenarios, partner with other jurisdictions to 
participate in elsewhere.  Lessons learned here can still be applied in your 
jurisdiction. 
 
The process does not end with establishing the relationships or signing the MOU. 
Managing a relationship with a partner is just as, if not more, important than the effort 
to establish the relationship.   Relationships by definition are two-way interactions 
requiring the active participation of all parties.  Once established, they must be 
cultivated and managed to ensure that necessary levels of trust and boundary are set 
before the disaster.  Constant nurturing is required. Organizations and individuals 
should establish a routine of communication. This routine consists of ‘checking-in’ 
and asking the question ‘How is everything?’ and ‘What can I help you with?’  These 
investments in time up front will pay dividends during an jurisdiction’s recovery 
operations. 
 
Preparation: Pulling the Pieces Together 
 
“In preparing for battle, I have always found that plans are useless but planning 
indispensable.” Quote from Dwight D. Eisenhower 
 
With infrastructure defined and collaborative partners identified, what more is 
needed?  Readiness to respond in a crisis - whether to a natural or man-made event 
- requires a holistic approach.  By definition, this approach is preparation.   
 
Preparation involves the development of enterprise and organizational level policy 
and procedures.  The role of these policy and procedures is to establish the 
governance model, ‘the chain of command and action:’ 
 

o Who is responsible to act (not react)? 
o Government Officials 
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�  Mayor, City/County Manager, Police Chief, Fire Chief, 
State/Local CIO, Governor's office, Media Relations/Public 
Affairs, etc. 

o Who is likely to act when needed? 
o Emergency management agencies at all levels 
o IT managers and technicians 
o Utilities, including telecommunications, water, and power 
o Police, fire, emergency medical service, and hospitals 
o Volunteer organizations - Red Cross 
o Religious organizations – Salvation Army and others 

 
 
To coordinate the broad spectrum of functions and personnel during an "off normal 
condition" requires preparation in the form of plans, procedures and policies.  
Collaborative activities mentioned above, such as drills and business continuity 
planning also involve commitment of time and resources in advance to provide the 
superstructure to stage a response upon. 
 
Preparation  ties together all of the following: 

  
�  Identification  
�  Practice 
�  Documentation  
�  Communication 

 
Identification  
 
Who are the people, equipment, agencies, and companies/supplies that your 
jurisdiction will rely on during disaster recovery?  Include in this list information 
technology providers and services – the need for telecommunications 
(communications devices and Internet access) and computers to facilitate recovery 
should be addressed. Additional resources can be found in the organizations and 
individuals serving the disabled and special needs communities. The means to warn 
and evacuate the sick, the infirm, and those requiring special modes of transportation 
or additional support to communicate must be established as part of planning 
processes in order for an effective relationship to be established.  
 
Relationship building efforts should also consider participation in national, regional, 
and local awareness programs to encourage appropriate management and develop 
models for response. Participation in these programs is important to building 
necessary partnerships. 

 
Practice, Practice, Practice 
 
Jurisdictions should develop or re-examine disaster recovery planning policies and 
plans with emphasis on the maintenance, training, and exercising of not only the plan 
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but the relationships and partnerships upon which the plan is dependent. The use of 
drills and operational scenarios provides an opportunity to cultivate relationships by 
building levels of trust among the partners.  In addition, post-drill analysis can assist 
in identifying potential problems and addressing those problems before the event 
occurs.  
Another aspect of training involves the maintenance of staff certifications.  
Emergency professionals often obtain professional certification in specific duties – as 
a medical technician or hazardous materials specialist.  These professional 
designations are important to your organization/jurisdiction’s response plans, so 
make sure that appropriate amounts of time are devoted toward the maintenance of 
staff certifications. Identify these staff and the key roles they plan in your jurisdiction’s 
response plans, then ensure that funding and time is available to assist in 
maintaining these specialties.  
 
While first and second responders must be trained as to their duties during a 
disaster. Don’t forget the rest of the staff.  Each staff member must understand 
his/her role during a disaster event, even if that role is to stay home and wait for an 
‘all-clear’ before reporting to work. The methods of communication with these third, 
fourth, fifth and even, sixth level responders are equally important.   
 
A final note, drills must include the evacuation of those with disabilities and special 
needs. Communication to special needs communities must often occur through not 
traditional means – after all, announcements over the radio do not reach those with 
hearing difficulties.  Jurisdictions should partner with organizations assisting these 
communities and work with them to provide adequate notice of evacuations and 
warnings. Drills and scenarios practicing the evacuation of long-term care facilities 
and mental hospitals will highlight challenges of transport and relocation so that 
solutions can be planned in advance of the storm. 
 
Documentation and Communication 
 
As important as other aspects of planning and preparedness, documenting and 
communicating lessons learned serve to improve a jurisdiction’s ability to respond 
during recovery operations.  Post-drill evaluations should be used to re-examine 
disaster recovery policy and planning processes including preliminary planning, 
business impact analysis, alternate site selection, and recovery strategies.  
Emergency guides and procedures for all aspects and types of emergencies from 
leaky pipes to regional natural disasters should be prepared and distributed to all 
staff, partners, and citizens.  Analysis and development of case studies on response 
during disaster should be written after the recovery so that pre-disaster mitigation 
efforts, exercises, and actual incidents can be documented and used to improve the 
governance model for future use.  
 
Communication of planning and lessons learned follows the creation of 
documentation.  Case studies and incident evaluations should be shared with 
professional associations and other jurisdictions as part of awareness building 
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presentations so that other can learn from the challenges solved by your 
organization. In addition, distributed copies of documentation serve as a backup of 
the business continuity plans and can be drawn on should your copy of the plans be 
destroyed.  
 
The plan is not as important as practicing the plan and sharing the knowledge 
gained.  The working relationships developed during the planning process are 
cultivated and maintained as part of practicing the plan.  These relationships enable 
an agency to address problems discovered during a disaster with the actual 
implementation of the plans. Above all else, remember that failure to plan can result 
in the needless loss of life – of employees and citizens alike.  It is critical to focus on 
the saving of lives in the first instances of a disaster and each agency’s preparedness 
plans must reflect this.   Following this, the recovery of those lives – the lives of the 
citizens – to enable a jurisdiction’s economy and infrastructure to be recovered 
becomes priority.   
 
 

 
 
The Imperative to Prepare 
 
The possibility of a disaster destroying our home or business is not something we 
want to think about – nor do we want to plan for it.  Instead, our tendency is to put 
planning off until tomorrow – when we have more time, or more resources to devote 
to the process.  Everything possible should be done to raise awareness and 
encourage pre-disaster business continuity planning throughout organizations and 
across jurisdictions. After all, lives are at stake and funding can be jeopardized or lost 
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through lack of planning and preparedness.  Oftentimes, an imperative or mandate 
must be created in order to force organizations to prepare.  Within government 
jurisdictions, legislation can be revised or developed to force agencies to preparation 
for disasters.  In order to be effective, the legislation must include an auditing or 
certification requirement that demonstrates compliance.  Another method includes 
connecting funding to an agency’s level of preparedness and the demonstration of 
this preparedness.  Performance evaluations of agency training programs could also 
serve to confirm an active preparedness program.  These same mechanisms can be 
used in the private sector as well to encourage or even force pre-disaster planning. 
Professional certification and accreditation programs could play a role as a means of 
encouraging compliance with disaster preparedness mandates.  Open dialogues with 
such organizations as the Southern Association of Colleges and Schools (SACS) and 
others to determine if disaster preparedness could be made part of a school’s 
accreditation process. 
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Appendix 1 
 
Ten Strategies for Protecting Essential Operating R ecords 
 
By David W. Carmicheal, Director, The Georgia Archi ves, Office of Secretary of 
State, October 2007  
 
Disasters take many forms, from isolated water pipe ruptures and building fires, to 
wider spread tornadoes and floods, to still wider spread regional events, such as 
hurricanes and earthquakes.  Be sure to include records  in your emergency planning 
– they’re essential to keep your organization functioning. 
 
1. Include records in planning . Make the identification of essential records part of 
every organization’s continuity of operations (COOP) plan. 
 
2. Identify response records . What records will you need to respond to a disaster? 
Think about maps, building plans, infrastructure records, and succession planning 
records. 
 
3. Identify essential functions records . What will you need 24 hours after the 
disaster to reopen for business?  Think about insurance records, accounts 
receivable, payroll, jail and parole records. 
 
4. Identify citizen protection records.  What records will your citizens need 24 
hours after the disaster in order to protect their health, safety, identity and rights?  
Think about medical and property records, identity records (such as birth and 
marriage), and veterans’ records. 
 
5. Think long term.  What if the disaster lasts a week? A month? A year? What 
records will you need to continue protecting and serving your constituents? 
 
6. Locate essential records . Know where to find essential records in your office. 
Will you need to evacuate them or are they off site? Essential records may be in your 
file cabinets, on your desktop, in your In or Out box, in your PC or laptop, or on 
backup tapes. 
 
7. Duplicate . Disasters can strike without warning. The best insurance is to duplicate 
essential records and store them off site, far from the originals. 
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8. Don’t forget historical records.  Historical records may not be needed in the 
immediate aftermath of a disaster, but they are essential for rebuilding community 
afterward, particularly in widespread disasters such as hurricanes. 
 
9. Stabilize . If the worst happens, first responders to a disaster should take simple 
steps to stabilize records: circulate the air, lower the temperature and humidity. 
Remember ACDC: air circulating, dry and cool. 
 
10.  Rescue . Don’t assume damaged records can’t be salvaged – no matter how bad 
things look. Handle wet and fire-damaged records carefully. Freeze wet records to 
buy time. 
 
 
Every state has a records and archives management agency that provides 
assistance on records issues.  For more information, visit the Council of State 
Archivists website, http://www.StateArchivists.org.  
 


